SUPPLY CHAIN INTEGRITY
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Introduction

The advent of COVID-19 underscored the vulnerability of supply chains, laying bare their fragility. The US-
China trade war and subsequent attempts at decoupling further accentuated the pivotal role of supply
chains. The Russia-Ukraine conflict, once again, brought the issue of supply chain frailty to the forefront.
This underscores a critical point: irrespective of the nature of global or regional conflicts, the common

denominator is the supply chain and its inherent vulnerabilities.

However, the fragility of the supply chain can manifest in diverse ways across different contexts. In the case
of the Russia-Ukraine conflict, it could denote concerns about the security of the supply chain. Conversely,
in the context of the US-China dynamic, it might translate into concerns about the integrity of the supply

chain, given the myriad rules and regulations imposed by both China and the US.

In an era marked by increased scrutiny as well as evolving consumer expectations, maintaining the
integrity of supply chains has become crucial for sustained success and credibility of businesses. While
one might argue that much of the screening linked to the supply chain is driven by geopolitical rivalry
rather than the actual integrity of the supply chains, it is undeniable that the process of circumventing

sanctions does impact the integrity of the supply chain.

Against this backdrop, supply chain managers and businesses at large find themselves at the forefront of
strategic decision-making, implementing measures to mitigate risks and fortify the resilience and ethical
standing of the supply chain, ensuring robust screening in an ever-evolving regulatory environment

complicated by the political nature of sanctions and the ingenuity of criminals.
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Clearing the Fog: What Actually is
Supply Chain Integrity?

“ The dedication to maintaining integrity in supply chain activities and the recognition
of the systemic and strategic implications of maintaining integrity in supply chain
processes and flows”

According to Castillo et al, Supply Chain Integrity consists of two essential dimensions:

» Structural Aspect

» Moral Aspect

Supply Chain Integrity

Structural Aspect Moral Aspect

The structural dimension acts as the framework for incorporating responsible practices, while the moral
dimension involves the implementation of these practices as a representation of the values and ethics
upheld by supply chain members. In essence, Supply Chain Integrity serves as the basis for fostering
responsible and ethical conduct within firms and supply chains, ultimately impacting outcomes such as

enhanced sustainability.

In the structural aspect, maintaining integrity requires strict adherence to sanctions, designated lists, and
vigilance against criminal elements within supply chains. On the moral front, it is imperative for businesses,
in this specific context, to comply with the rules and regulations imposed by their government. Deviating
from these regulations could adversely affect brand perception, potentially tarnishing the overall

reputation of the company as it may be perceived as associating with adversaries.

1. Castillo, V. E, Mollenkopf, D. A, Bell, J. E,, & Bozdogan, H. (2018). Supply chain integrity: A key to sustainable supply chain
management. Journal of Business Logistics, 39(1).
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Put differently, structural SCl involves a firm's
creation of unity through socially and
environmentally responsible sourcing, production,
and logistics practices. This unity is crucial, as any
lapse in one component degrades the others. The
strategic selection of supply chain practices
aligned with corporate strategy can lead to
sustainable performance and mitigate supply-
side risks. Structural SCl encompasses strategy,
risk management, and transparency, as
exemplified by Intel's efforts to certify its supply
chain as "conflict-free” and transparently report

results?
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On the other hand, the moral dimension of SCI
emphasizes a firm's receptiveness to the needs of
its community and culture, along with those of its
suppliers and customers. Compassion, self-
awareness, impartial judgment, and commitment
to serving communities contribute to a firm's Moral
SCI. Taylor Guitars exemplifies this by supporting
ebony communities in Africa, addressing
economic and environmental concerns, and
demonstrating a commitment to responsible

corporate citizenship.

In essence, Structural SCI and Moral SCI act as mechanisms for firms to achieve sustainability by

integrating responsible practices into their supply chains and fostering positive relationships with

communities.

Challenges in Supply Chain Integrity

The challenges affecting the supply chain can be categorized into structural and moral dimensions. It may

seem that issues of a structural nature are more critical since they are highlighted and often result in

concrete consequences. In contrast, the moral aspect is given less importance as the implications are not

always clear and seem distant into the future.

However, it is crucial to recognize that ethical considerations, although they may entail real economic

costs, should not be postponed solely for immediate profit. While delaying ethical decisions may seem

logical in the short term, it can prove to be significantly costly in the long run, posing a threat to the

sustained viability of both the company and the entire supply chain.

2. Bell, J. E. (n.d.). Supply Chain Integrity: A Key to Sustainable Supply Chain Management. Retrieved January 22, 2024, from https://

fardapaper.ir/mohavaha/uploads/2018/09/Fardapaper-Supply-Chain-Integrity-A-Key-to-Sustainable-Supply-Chain-

Management.pdf
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Structural Challenges

Counterfeiting and Piracy:

Counterfeiting and piracy, thriving within illicit networks, give rise to substandard and potentially hazardous
products, posing risks from mild to life-threatening. Beyond individual safety concerns, these activities
undermine innovation and economic growth on a broader scale.

Counterfeiting spans various products, extending from luxury items to those impacting health and safety,
encompassing pharmaceuticals, food, medical equipment, and more. The economic and societal impact
is profound, sapping profits across industries and jeopardizing the safety and well-being of millions of
consumers.

The fight against counterfeiting is positioned as a structural challenge requiring multifaceted efforts to

secure legitimate supply chains and combat illicit networks. In fact, the significance of counterfeiting and
piracy necessitates robust and sustained action from governments, businesses, and consumers alike.

| r‘ Face Biometric AML
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Navigating the Gray Areads of Forced Labor Regulations

"
The U.S. has intensified efforts to curb imports linked to Chinese forced labor,

blocking over 2,300 shipments under the Uyghur Forced Labor Prevention Act.
However, the lack of transparency regarding targeted companies or sectors has left
businesses uncertain. The law mandates scrutiny of cotton, tomatoes, and polysilicon
imports, but Customs refrains from disclosing specific cases, raising concer;m’s about

due diligence challenges for companies with Chinese supply chains.?

3. Vanderford, R. (2023, February 16). U.S. Forced Labor Crackdown Is Tough, But Opaque. Walll Street Journal. Retrieved January 24,
2024, from https://www.wsj.com/articles/u-s-forced-labor-crackdown-is-tough-but-opaque-a463d6e7?mod=djemRiskCompliance
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Misrepresentation of Products through Labeling or Documentation in the Supply

Chain

The misrepresentation of products through labeling or documentation within the supply chain poses a
significant challenge to the integrity and transparency of the entire system. Instances of inaccurate

labeling, false documentation, or deliberate misrepresentation can lead to severe consequences, ranging

from compromising product authenticity to deceiving consumers and regulatory bodies. This issue may
arise at various stages of the supply chain, creating a ripple effect that jeopardizes the trust between

stakeholders.

Having stated that, on the surface, counterfeits and misrepresentation in labeling/documentation may

seem like the same issue, but in actuality, they are not.

Counterfeits and Piracy

Misrepresentation in Labeling/

SEpse: Documentation
Involves the production and Encompasses providing false or
distribution of fake or unauthorized misleading information on labels
Deﬁnition productsl often rep"cqting genuine or documentation related to
items. product origin, composition, or
compliance.
Physical replication of products to Falsification or manipulation of
Nature of ysieatrep! P , \ P
I mimic genuine ones. information presented on labels or
ssue documentation.
Typically involves creating Can involve a broader range of
S unauthorized copies of branded products, including authentic
P products. ones, where information is
misrepresented.
Consumers may unknowingly Consumers may be misled about
the characteristi rigin, or
Impact on purchase fake or substandard COG; I%:;eolfst::, C;OIgI ét0
roducts, leading to potential safet | uct,
Consumers P gtop Y compiie  the produ
hazards. impacting their purchasing
decisions.
Infringement of intellectual property Violation of labeling and
Legal laws, leading to legal actions disclosure regulations, resulting in
Consequences against counterfeiters. legal consequences for

businesses.
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Supply Chain
Impact

Prevention
Measures

Examples

Disrupts legitimate supply chains,
undermines brand reputation, and
poses risks to consumer safety.

Enhanced authentication
technologies, legal actions against
counterfeiters, and supply chain
traceability.

Counterfeit luxury goods, pirated
software, fake pharmaceuticals.

Undermines the transparency and
reliability of supply chain
information, affecting trust among
stakeholders.

Stringent quality control,
adherence to labeling regulations,
and the use of technologies like
RFID for traceability.

False country of origin labels,
misrepresentation of product
certifications, inaccurate
ingredient information.

The US Department of Justice Intensifies Efforts Against

Suspected Sanctioned Oil Shipments

&

In July 2020, the U.S. Department of Justice initiated legal action, alleging a plot

to secretly transport Iranian oil to Venezuela through ship-to-ship transfers on

four vessels. The complaint outlined strategies employed to conceal the role of

the Islamic Revolutionary Guard Corps and the National Iranian Oil Company.

These tactics included changing shipping documents to replace the shipper with

a U.A.E.-based company, utilizing a substitute shipper with multiple name

changes, and employing ship-to-ship transfers for loading Iranian oil.

Subsequently, in October 202], a judge in the U.S. District Court for the District of

Columbia approved the DOJ's request for a default judgrr’m’ent, leading to the

forfeiture of the oil to the United States.?

07

4. Department of Commerce, Department of the Treasury, Department of Justice, Department of State, and Department of Homeland

Secur. (2023, December 11). Office of Foreign Assets Control. Retrieved January 24, 2024, from https://ofac.treasury.gov/

media/932391/download?inline
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Substandard Products in the Supply Chain

The presence of substandard products within the supply chain can arise from various points along the
production and distribution continuum. At times, the issue originates at the vendor's end, where the
manufacturing or sourcing processes may fall short of quality standards.

On the other hand, substandard products can also be introduced at later stages, particularly at the seller's
level. This might occur due to inadequate quality control measures, poor storage conditions, or deliberate
attempts to cut costs, compromising the integrity of the products being delivered to end consumers.

Regardless of the point of origin, the presence of substandard products in the supply chain undermines
quality assurance, jeopardizes consumer safety, and can lead to reputational damage for the businesses
involved.

World Health Organization’s Take on the Issue

“
Approximately two billion people globally lack access to essential medical

products, leading to a rise in substandard and falsified items, fueled by
complex supply chains and growing e-commerce. Recognizing this as a
critical health challenge, the World Health Organization (WHO) is addressing
the issue through a comprehensive global strategy focused on prevention,
detection, and response to ensure increased ,c;ccess to safe and effective

medical products.s

Moral Challenges

Supplier Exploitation:

This moral challenge involves the unethical practices of supplier exploitation, leading to poor working
conditions and low wages. The well-being and dignity of workers within the supply chain are compromised,
raising significant concerns. For instance, instances of forced labor in sweatshops exemplify a stark
violation of human rights, highlighting a lack of moral commitment to fair and humane labor practices.

5. Substandard and falsified medical products - Substandard and falsified medical products. (n.d.). World Health Organization
(WHO). Retrieved January 22, 2024, from https://www.who.int/health-topics/substandard-and-falsified-medical-
products#tab=tab _1
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From Rana Plaza to Global Commitments in the Textile Industry of
Bangladesh

"
The Accord on Fire and Building Safety in Bangladesh, launched in 2013 after the

Rana Plaza tragedy, initially involved 40 brands and retailers. By 2018, with 220
signatories, it had improved workplace safety for over 2 million garment workers. The
2018 Transition Accord aimed to sustain progress, lasting three years and transitioning
programs to the RMG Sustainability Council. In 2021, the International Accord for Health
and Safety in the Textile and Garment Industry was established, with 175 signatories
committing to workplace safety in Bangladesh cm’cgl exploring its applicability to HRDD

issues globally.®

Child Labor

The ethical dimension of child labor requires businesses to grapple with the implications of violating
children’s rights and hindering their access to education. Instances of children working in hazardous
environments pose a considerable moral challenge, necessitating a commitment to eradicating such
practices for the sake of ethical supply chain management.

Germany Implements Landmark Supply Chain Law

u
Germany's Corporate Due Diligence Act, effective since January 1, 2023, mandates

that German businesses with central operations globally uphold human rights. It
imposes due diligence requirements, including risk management, extending to the
entire supply chain. Initially applicable to companies with 3,000+ employees, it
extends to those with 1,000+ from 2024. Non-compliance can result in fines up to 8
million euros or 2% of annual global turnover, enforced by the Federal Offic’e’ for

Economic Affairs and Export Control through inspections and penalties’

09

6. Bangladesh. (n.d.). International Accord. Retrieved January 24, 2024, from https://internationalaccord.org/countries/bangladesh/
7. CSR - Supply Chain Act. (n.d.). CSR-in-Deutschland.de. Retrieved January 24, 2024, from https://www.csr-in-deutschland.de/EN/

Business-Human-Rights/Supply-Chain-Act/supply-chain-act.html
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Environmental Pollution

This moral consideration revolves around the unethical practices leading to environmental pollution, such
as illegal dumping of toxic waste. These practices can harm ecosystems and pose health risks to
communities. To uphold a moral standard within supply chains, businesses must prioritize responsible
waste management and sustainable environmental practices.

Corruption

Corruption introduces another layer to the moral dimension, with bribery to secure contracts leading to
unfair competition and financial losses.

Anti-Corruption Laws and Global Supply Chains

"
The United Nations Convention Against Corruption directs its 187 member

nations to make a range of corrupt activities illegal. Likewise, jurisdictions
following the OECD Convention on Combating Bribery of Foreign Public Officials
criminalize foreign bribery. Crucial national legislations, like the US Foreign Corrupt
Practices Act and the UK Bribery Act, drive companies to address corruption,
especially in supply chain procurement. This influence isn't limited to extractive
industries; it also affects their business affiliations, which might, in specific
scenarios, face legal consequences when chuiring’minerals from entities

involved in corrupt practices.?®
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The Need for data-driven Supply
Chain Screening

Claiming that any solution can effectively address all supply chain integrity issues would be inaccurate.
Nevertheless, in a general sense, tailored and targeted data-driven solutions, packaged into a

comprehensive suite, hold the potential to effectively tackle a majority of these challenges.

In fact, in any viable solution, data plays a pivotal role, acting as the secret ingredient ensuring the
successful resolution of issues. This is particularly crucial given the fast-evolving and fragmented nature of
supply chains in an increasingly globalized world marked by the complexities of sanctions. Therefore,
embracing data-driven solutions emerges not just as a strategic choice but as an imperative response to

the intricate and dynamic nature of contemporary supply chain challenges.

Data-Backed Strategies for Combating Counterfeiting and Piracy:

» Employing adverse media screening allows companies to stay vigilant about potential
associations with illicit networks involved in counterfeiting and piracy, enhancing risk
awareness and enabling proactive measures.

» Implementing robust sanction screening processes aids in identifying and avoiding
collaborations with entities listed in sanctions, preventing inadvertent engagement with those

involved in counterfeit activities.

Data-Backed Strategies for Combating Misrepresentation of Products through

Labeling or Documentation:

» Continuous adverse media screening assists in identifying any malpractices related to product

misrepresentation, enhancing transparency, and promoting accurate documentation.

» Sanction screening acts as a preventive measure, ensuring that the supply chain vendors avoid
any collaborations with entities involved in deceptive practices, thereby mitigating the risk of

misrepresentation.
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Data-Backed Strategies for Combating Substandard Products in the
Supply Chain

» Adverse media screening assists in identifying any history of malpractices or product quality
issues associated with vendors or sellers, enabling informed decisions to maintain product

integrity.

» Sanction screening ensures that the supply chain avoids engagement with entities that might

compromise product quality, contributing to the prevention of substandard products.

Data-Backed Strategies for Combating Supplier Exploitation, Child Labor,

Environmental Pollution, Corruption

» Adverse media screening and ‘Warnings and Regulatory Enforcements’ database offer ongoing
monitoring to detect any negative news related to suppliers or entities involved in unethical

practices, aiding businesses in maintaining a morally sound supply chain.

What should be your plan of action?

Considering your next steps?

Prioritize legal compliance with our specialized suite, crafted to facilitate a clear understanding and
seamless adherence to regulations. Drawing insights from 200+ sanctions rules spanning 235 countries,
we aim to equip you with reliable information. Learn from past incidents for informed decision-making and

effortlessly avoid potential pitfalls.

Our commitment is to simplify your compliance journey, ensuring a genuine and effective solution for

navigating the complexities of regulatory obligations.
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